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Abstract 

An important issue in cloud computing is se-

curity, and it plays a major role in the cloud compu-

ting. Normally in private cloud computing there will 

be extremely strong password authentication, so, there 

will be less number of threats will be attacked to the 

private cloud when compared public clouds. So, in 
this paper we discuss about the security issues that 

provide security to the data in the public clouds, sup-

pose there is a private cloud that belongs to a commu-

nity and it want to change it to the public or hybrid 

clouds. For this migration process many transforma-

tions are required like change in the infrastructure, 

change in the bandwidth etc. But most important that 

should be provided is security to the data that present 

in the cloud. 

1. Introduction 
 The one of the computing resources that deliv-

ers the services over the network is the cloud compu-

ting. The Name itself represents that it appears like a 

cloud shaped and it consists of complex infrastructure 

for satisfying the enterprise that belongs to the cloud. 

Mainly cloud computing used for computations and to 

provide services to the users and for the software ap-

plications. 

Cloud computing shares characteristics 

with 

 Autonomic computing — Computer systems 

capable of self-management [4] [11].  

 Client–server model — Client–server compu-

ting refers broadly to any distributed applica-

tion that distinguishes between service provid-

ers (servers) and service requesters 

(clients)[4][12].  

 Mainframe computer — Powerful computers 

used mainly by large organizations for critical 

applications, typically bulk data processing 

such as census, industry and consumer statis-

tics, police and secret intelligence servic-

es, enterprise resource planning, and finan-

cial transaction processing[4][1].  

 Utility computing — The "packaging 

of computing resources, such as computation 

and storage, as a metered service similar to a 

traditional public utility, such as electrici-

ty[4][2][3].  

 Peer-to-peer — Distributed architecture without 

the need for central coordination, with partici-

pants being at the same time both suppliers and 

consumers of resources (in contrast to the tra-

ditional client–server model). 

 Cloud gaming - Also known as on-demand 

gaming, this is a way of delivering games to 

computers. The gaming data will be stored in 

the provider's server, so that gaming will be in-

dependent of client computers used to play the 

game [4]. 

2. Service models for providing 

security to the public cloud com-

puting 

2.1 Infrastructure as a service (IaaS) 

 It is one of the most important service model 

for providing security to the public cloud computing. 

And it provides computers, machines which are used 

for maintaining the clouds and other resources for 

maintain the cloud with security.  

IaaS clouds often offer additional resources 
such as images in a virtual-machine image-library, 

raw (block) and file-based storage, firewalls, load ba-

lancers, IP addresses, virtual local area net-

works (VLANs), and software bundles[13].IaaS pro-
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viders keep the all data in the data centre’s and supply 

those resources, when users are requested. The Users 

can access the supplied resources through different 

modes like local area network, wide area network or 

through Internet [5]. 

2.2 Software as a service (SaaS) 
 It is second type of service model for providing 

security to the public cloud computing. In this model, 

the providers that maintaining the cloud will install 

the software and the clients that belong to that particu-

lar cloud provide access to the users of that cloud. So, 

this type of service provides more comfort because the 

users of cloud can access the software application 

without installing in their own computer because a 

cloud client provides access to the cloud user. So there 

will be a less concern on maintaining it [6][14][25]. 

2.3 Network as a service (SaaS) 

 It is third type of service model for providing 

security to the public cloud computing by providing 

authentication to the network. The basic network for 

the cloud computing is the Internet, as internet is the 

collection of large networks by maintain all those 

networks we achieve security. 

 A category of cloud services where the capabili-

ty provided to the cloud service user is to use net-

work/transport connectivity services and/or inter-

cloud network connectivity services. NaaS involves 

the optimization of resource allocations by consider-

ing network and computing resources as a unified 

whole [7][15].  

2.4 Platform as a service (PaaS) 

It is one of the  most important service model 

in cloud for providing effective services to the cloud 

users, In this cloud providers provide a computing 

platform for accessing their applications, so, user de-

velop their programs and execute in the execution en-

vironment provided by the cloud providers. In this the 

resources that are existing with cloud users such as 

computers storage resources are automatically match 

with the application of particular computing plot-

form.so that they no need to accommodate the re-

sources manually. 

3. Security issues associated with 
the public cloud 

 The issues that are raised when dealing with the 

public clouds are divided into types, they are mainly 

faced by two communities they are cloud providers 

and cloud users. Mainly Issues associated with the 

cloud providers are whether the Infrastructure is se-

cure or not and the data that belongs to the customers 

are secure are not, these are some security issues asso-

ciated with the cloud Providers, whereas the security 

issues that are associated with the cloud users are, 

they think whether the cloud providers take necessary 

security measures while developing application that is 

provided for their accessibility [8][16]. 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Service models in Public cloud computing 

 

The extensive use of virtualization in implement-

ing cloud infrastructure brings unique security con-

cerns for customers or tenants of a public cloud ser-

vice. Virtualization alters the relationship between the 

OS and underlying hardware - be it computing, sto-

rage or even networking. This introduces an additional 
layer - virtualization - that itself must be properly con-

figured, managed and secured [8][17][18][19]. 

 

3.1 Common Public Cloud Architeture 

 
 The common Public clouds Architecture con-

sists of cloud components like cloud Infrastructure, 

cloud storage, clouds services and cloud platform. 

Each cloud component has their own significance in 
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providing services to the cloud architecture, combina-

tion of all these forms a complete cloud structure. 

     Figure 1 represents a complete Cloud Architec-

ture, which contains cloud Platform, cloud Services, 

cloud Infrastructure and Cloud storage. 
 

 

 

 

 

 

  

 

 

 

 
 

 

Figure 2. Public cloud Architecture 

4. Security controls for providing 

security to the public cloud 
 The complete public cloud architecture works 

efficiently only when it is provided by necessary secu-

rity controls [22][23][24]. 

There are some security controls which are 

used for the security management in the cloud security 

architecture 

The following are security controls used for 

security management they are: Deterrent controls, 

preventative control, corrective control, Detective 

control [9][20][21] 

4.1 Deterrent Controls 

It is a most important security control for the 

security management in the public cloud security ar-

chitecture, mostly it provides the warning message to 

the cloud user and it will not remove the threat that is 

occurred to the system. And this type of control is 

placed where we rise the warning compulsorily. 

4.2 Preventative controls 
 It is one of important security control used to 

defend from the attack, for such defending it increases 

the strength of the system by upgrading it. By using 

this type of controls Damage to the system can be re-

duced and if there any attacks preventative controls 

keep away the system from the attack. it does not take 

any action on the effected data 

4.3 Corrective controls 
 It is another most important security control, till 

now we see two types of security controls both of 

them did not take any action on the data affected by 

threat. Now the corrective control is the only tool 

which is used reduce the attack. 

4.4 Detective control 
 It is one of the most efficient security controls; 

because it is used detect the attacks that are occurring 

in future. And after detecting it send messages to both 
deterrent controls and preventative controls. so, both 

these controls now become alert and starts their 

process. 

5. Security structure 
 In order to provide efficient security to the pub-

lic cloud the following structure may lead to the better 

results. Figure3  gives an idea how to secure a public 

cloud by taking all the above information into consid-

eration in this. Initially we have to keep the customer 
identity safe from attackers and then we have keep 

safe, the information and the data that belongs to an 

enterprise, and then we have to design the applications 

by including all security controls. And then we have 

to maintain efficient servers and Infrastructures for 

proper communication [10]. 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

  Figure 3. Security Structure of Public cloud computing 

6. RSA algorithm for providing data se-

curity to in clouds computing 

6.1 RSA Algorithm 

It is one of the examples of the Asymmetric crypto-

system. It includes three processes they are  
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 Key generation 

 Encryption 

 Decryption 

Key generation: 

Select two large primes p & q such that (Ǝ) p ≠ q 

Find n= p × q where n is used as public and private 

keys for modulus 

Then compute Ø (n) = (p-1) × (q-1) 

Select ‘e’ Such that (Ǝ) 1 < e < Ø (n) and e & Ø (n) 
are co-primes 

And find d = eˉ¹ mod Ø (n) 

Public key = (e, n) 

Private Key =d or (d, n) 

Encryption: 

Encryption is the process of converting original 

plain text (data) into cipher text (data). User data is 

now mapped to an integer by using an agreed upon 

reversible protocol, known as padding scheme [26]. 
Let M be the plain Text, C is the cipher text 

M < n 

C = Mᵉ mod n 

This cipher text or encrypted data is now stored with 

the Cloud service provider.  

Decryption: 

Decryption is the process of converting the cipher 

text (data) to the original plain text (data). The cloud 

user requests the Cloud service provider for the data 

[26]. Cloud service provider verity’s the authenticity 

of the user and gives the encrypted data i.e., C. 

 Let M be the Plain text, C is the cipher text, and 

d be the private key component 

M = Cᵈ mod n 

Once m is obtained, the user can get back the original 

data by reversing the padding scheme. 

 

7. Experimental results 
 Now, let us consider some sample data in order 

to implement the algorithm 

7.1 Key generation 

Select two large prime numbers 17 & 11 where p=17 

and q=11 

Then calculate n= p × q = 17 × 11 = 187 

And compute Ø (n) = (17- 1) × (11-1) 

    = 16 × 10 = 160 

Select ‘e’ such that 1 < e < Ø (n) and e & Ø(n) are co- 

primes, here we choose e = 7. 

d = eˉ¹ mod 160 

Or d. e =1 mod 160 

d.7=1 mod 160 

Hence d= 23 so the private and public keys of above 

example are public key (7, 187) and private key (23, 

187). This private key is kept secret and known to on-

ly the users. 

Let the message be equal to 88, now we should en-

crypt and decrypt this message 

7.2 Encryption 
The Public-Key (7, 187) is given by the Cloud service 

provider to the user who wishes to store the data. Data 

is encrypted now by the Cloud service provider by us-

ing the corresponding Public -Key which is shared by 

both the Cloud service provider and the user. 

C = 887 mod 187 = 11 

. This encrypted data i.e., cipher text is now stored by 

the Cloud service provider [26]. 

7.3 Decryption 
When the user requests for the data, Cloud service 

provider will authenticate the user and delivers the en-

crypted data (If the user is valid)[26]. The cloud user 

then decrypts the data by computing,  

M= 1123 mod 187 = 88 

   Once the m value is obtained, user will get back the 

original data. 

8. Conclusion 
 The above all data gives us the information 

how to protect the data that is residing in the public 

cloud. In order to protect the data that is residing in 

the public cloud’s ,the above mentioned service model 
plays a major role, after creating the cloud using the 

service model then we should control and maintain the 

cloud. For this maintaining we use different type of 

security controls, these controls warn us, if there are 

any attacks.  And the Security Structure gives the 

Brief idea what should be keep safe from the attack-

ers.  
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